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Abstract

The cyber threat landscape is evolving with increasing sophistication, making robust risk management strategies essential.
Cyber insurance has emerged as a key mechanism for organizations to transfer risk. While not yet mandatory, recent regulatory
trends are encouraging the adoption of multiple technologies, potentially paving the way for broader implementation. However,
traditional cyber insurance underwriting still relies heavily on questionnaire-based risk assessments, lacking a truly data-driven
approach. This gap has received limited attention in existing research. In this survey we examine data-driven methodologies for
cyber insurance as a critical component of modern risk management. We systematically review the literature on data sources,
data collection practices, risk calculation methods, and pricing strategies. Traditional actuarial approaches are analyzed and
contrasted with emerging Al-enabled methods, including supervised learning models, predictive analytics, and simulation-
based techniques that enhance the estimation of incident likelihood and severity. We identify key challenges, such as data
quality, lack of standardization, constrained data sharing, and model interpretability, and outline opportunities for future
work aimed at integrating empirical, automated analyses into underwriting and pricing workflows. Overall, this survey offers
a structured overview of existing approaches and highlights directions for developing more data-driven and Al-supported
approaches to cyber insurance risk management.
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1 Introduction innovation, it also introduces significant exposure to cyber

threats. As the attack surface expands, adversaries exploit

The reliance on digital systems has been growing rapidly
across all sectors of society. Organizations now depend on
interconnected information systems, cloud services, and dig-
ital supply chains to conduct daily operations. While this
digital transformation enables efficiency, scalability, and
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vulnerabilities across software, networks, and human factors,
resulting in high-profile incidents, including ransomware
campaigns, data breaches, and supply chain compromises.
These attacks are increasing in frequency, sophistication, and
financial impact [56]. Recent industry reports indicate that
the global average cost of a data breach in 2025 has reached
USD 4.44 million, an increase of 15% since 2020 [33]. In this
environment, traditional security measures alone are insuffi-
cient to ensure resilience; complementary risk management
strategies are required.

In response to the evolving cyber risk landscape, two
foundational pillars have emerged: cybersecurity assurance
and cyber insurance. Cybersecurity assurance involves the
continuous evaluation and validation of an organization’s
security posture to mitigate risk. Yet, complete protection
remains unattainable, making cyber insurance a vital mecha-
nism for transferring residual risk. By providing financial
compensation for losses associated with cyber incidents,
insurance helps organizations absorb the economic impact of
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attacks. It also encourages stronger security practices by link-
ing coverage terms and premiums to an organization’s risk
posture. Despite its promise, the adoption of cyber insurance
remains uneven due to challenges in accurate risk quantifi-
cation, coverage limitations, and pricing transparency, issues
that highlight the need for data-driven solutions.

1.1 Challenges in cyber insurance

A significant limitation of current cyber insurance practices
lies in the underwriting process. Traditional models rely
heavily on questionnaires and self-reported data to assess
risk, often resulting in incomplete, subjective, or outdated
evaluations [19, 28, 58]. Moreover, assurance information is
typically used reactively, applied only after a claim is made.
A more effective approach would be proactive, where assur-
ance findings are continuously integrated into risk models
before incidents occur. This would enable more accurate risk
assessments, dynamic pricing, and the rewarding of stronger
security postures through more favorable premiums [13, 41,
64]. To realize this vision, a data-driven approach to cyber
insurance should be explored.

In addition, several more open challenges persist, includ-
ing those related to risk prediction, automated data collection,
catastrophe modeling, and digital forensics. This lack of rigor
and reliable data undermines insurers’ ability to accurately
model cyber risk, price policies effectively, and incentivize
organizational resilience [50, 60, 71]. A further challenge
lies in the limited quantity and quality of available data. Inci-
dent datasets are often incomplete, inconsistent, or biased
toward specific sectors, which undermines the reliability of
risk models. Compounding this is the lack of standardization
in how cyber incidents are reported, as organizations employ
different taxonomies and levels of detail, making cross-
comparison and aggregation difficult [18]. Legal and privacy
regulations, such as the General Data Protection Regulation
(GDPR), further restrict the sharing of sensitive telemetry
and incident data, creating barriers to collective analysis
across organizations and insurers. Since effective Al-driven
risk modeling depends on access to granular and often real-
time data, this creates a structural tension between predictive
accuracy and regulatory compliance. These data limitations
also pose significant challenges for Al-driven risk modeling.
Sparse, inconsistent, or biased datasets can lead to over-
fitting, unreliable predictions, and limited generalizability.
Even advanced techniques such as federated learning must
contend with heterogeneous data distributions and missing
features, while explainable Al (XAI) methods require suffi-
cient coverage to provide meaningful insights. Beyond data
scarcity, the statistical properties of cyber loss data introduce
additional challenges for machine learning models. Cyber
risk distributions are heavily skewed, with extreme class
imbalance arising from the rarity of catastrophic events rela-
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tive to normal operations. This leads models to be biased
toward predicting non-events, often failing to capture the
high-impact, low-frequency incidents that dominate loss dis-
tributions and tail risks [4, 7]. Finally, post-incident evidence
collection presents additional difficulties. Forensic data may
be lost, tampered with, or deliberately forged, complicating
both claims processing and actuarial modeling [19, 65].

These challenges collectively underscore the need for a
more systematic and evidence-based approach, which has
fueled growing interest in data-driven methodologies for
cyber insurance.

1.2 Contribution

In this paper, we systematically survey the existing litera-
ture on data-driven approaches to cyber-risk management for
cyber insurance, consolidating technical, organizational, and
economic perspectives. We conduct a comparative method-
ological analysis across key research areas (data sources, data
collection, risk calculation, and pricing), highlighting the
imbalance between qualitative and quantitative approaches
and identifying the causes of fragmentation across the cyber
insurance lifecycle. In addition, we integrate and analyze
a growing body of research that leverages artificial intelli-
gence (Al) techniques, including machine learning (ML),
explainable Al (XAI), and large language models (LLMs),
to enhance cyber-risk assessment. By incorporating these
advances, we illustrate how techniques can enrich existing
data sources, reduce reliance on self-reported questionnaires,
and enable more continuous and proactive underwriting.
Finally, we propose a conceptual taxonomy that organizes
the field according to methodological orientation, lifecycle
stage, and analytical focus. This taxonomy serves as a basis
for identifying current research gaps and for situating emerg-
ing approaches that leverage artificial intelligence, machine
learning, and large language models. Together, these contri-
butions provide both a consolidated view of the state of the
art and a foundation for future work toward standardized,
explainable, and data-driven cyber-risk assessment frame-
works.

1.3 Motivation

The motivation for this survey stems from the growing mis-
match between the increasing complexity of cyber threats
and the largely qualitative, questionnaire-driven practices
that still dominate cyber insurance. Despite significant dif-
ferences in security posture across organizations, premiums
often remain weakly differentiated, with companies of vary-
ing maturity levels paying similar prices. This occurs not
because cyber risk is uniform, but because insurers frequently
lack the granular, high-quality data required to quantify it
accurately. Current underwriting questionnaires are designed
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primarily to determine whether an organization is insur-
able, rather than to measure risk with precision. As a result,
insurers struggle to incorporate technical controls, real-time
telemetry, and organizational behavior into pricing models,
leading to outcomes that may be inconsistent or perceived as
unfair by policyholders.

At the same time, the volume and diversity of avail-
able cybersecurity data continue to expand, encompassing
logs, alerts, vulnerability metrics, threat intelligence, and
incident repositories. Advances in artificial intelligence,
such as machine learning and large language models, offer
new opportunities to automate data collection, enrich risk
indicators, and improve predictive modeling. These devel-
opments suggest a significant opportunity to transition from
static, self-reported risk evaluations to data-driven, continu-
ously updated models. This survey therefore reviews current
data-driven approaches, contrasts them with emerging Al-
enabled methods, and highlights key challenges and research
directions needed to support more objective, scalable, and
explainable cyber-risk assessment in insurance.

1.4 Structure of the paper

The remainder of this paper is organized as follows. Section
2 provides the necessary background on cyber insurance,
including terminology, key concepts, existing risk assess-
ment frameworks, and how Al has advanced these fields.
Section 3 outlines the methodology used to conduct this sur-
vey, including the criteria for study selection and analysis.
Section 4 presents a detailed review of data-driven risk man-
agement approaches, covering technical risk metrics and data
sources, data collection methods, risk prediction models, and
pricing strategies. Section 5 provides a comparative analysis
of these approaches, identifying key trends, methodologi-
cal evolution, and the growing role of artificial intelligence.
Section 6 proposes a taxonomy for data-driven cyber insur-
ance research, applies it to the papers reviewed in this study,
and discusses patterns, research gaps, and opportunities for
integration across technical, organizational, and economic
dimensions. Finally, Sect. 7 concludes the paper by sum-
marizing key insights and outlining directions for future
research.

2 Background
2.1 Key concepts in cyber insurance

Cyber insurance policies are designed to transfer residual
cyber risk from organizations to insurers. While specific
terms vary across markets and providers, several core con-
cepts are fundamental. Premiums refer to the regular pay-
ments made by the insured to maintain coverage, while

coverage defines the scope of incidents and losses that are
reimbursable under the policy. Policies are further charac-
terized by deductibles, the initial portion of losses borne
by the insured, and policy limits, which specify the maxi-
mum compensation an insurer will pay. Exclusions are also
a key element, as they specify situations or types of incidents
that are not covered (e.g., acts of war or insider threats).
Third-party resources can refer to external vendors, cloud
service providers, or supply-chain partners. They can sig-
nificantly affect the definition of the "insured", as policies
may treat incidents originating from third-party dependen-
cies differently. In this paper, the term client refers to an
insured organization or an organization seeking insurance.
These parameters are central not only to the economic struc-
ture of insurance contracts but also to the modeling of cyber
risk, as they determine how losses are quantified, transferred,
and shared between insurers and organizations.

2.2 Evolution of cyber insurance

Cyber insurance emerged in the late 1990s as a niche
product primarily designed to cover liabilities arising from
data breaches and privacy violations. Early policies were
narrow in scope, often excluding many types of cyber inci-
dents and lacking standardized terminology, which limited
their adoption. As digital transformation accelerated in the
2000s, insurers gradually expanded their offerings to include
first-party coverages such as business interruption, data
restoration, and incident response services, reflecting the
growing diversity of cyber threats [69].

Both market demand and regulatory pressure have shaped
the evolution of cyber insurance. High-profile incidents, such
as large-scale data breaches and ransomware campaigns,
highlighted the insufficiency of traditional liability insurance
in addressing cyber risks, thereby increasing demand for ded-
icated cyber policies. In parallel, the growing digitalization
of critical infrastructure sectors has introduced additional
complexity for insurers. Industrial Control Systems (ICS)
and Operational Technology (OT) exhibit cyber-physical
characteristics that distinguish them from conventional IT
environments. Incidents affecting these systems may result
not only in data loss or business interruption, but also in
physical damage, environmental harm, or safety-critical con-
sequences. According to IBM, industrial-sector breaches are
associated with elevated financial impact compared to cross-
industry averages, costing organizations 13% more than the
global average [34]. At the same time, regulatory frameworks
such as the GDPR in the European Union and state-level
breach notification laws in the United States created more
substantial financial and compliance incentives for organiza-
tions to transfer risk through insurance. More recently, the
adoption of the EU’s NIS2 directive has further underscored
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Table 1 Summary of cyber risk assessment frameworks

Framework Type Input

OCTAVE Qualitative Asset inventory, questionnaires, organizational processes

NIST CSF Qualitative Control maturity assessments, governance practices, security policies
COBIT Qualitative IT governance objectives, process maturity levels, performance indicators
FAIR Quantitative Loss event frequency data, threat event frequency, asset value, historical

incident records, vulnerability conditions

ISO/IEC 27005 Qualitative / Semi-quantitative

Asset inventories, threat catalogs, vulnerability assessments, impact scales

the importance of resilience, supply-chain security, and inci-
dent accountability in essential sectors.

The cyber insurance market is inherently dynamic, neces-
sitating continuous adaptation to follow cybersecurity, indus-
trial, and regulatory trends. In the early stages of the
cyber insurance market, underwriting practices relied almost
entirely on qualitative self-assessment questionnaires and
high-level policy checklists. The absence of standardized
data, combined with limited historical claims information,
led to a significant underestimation of cyber risk and inac-
curate premium calculations. As cyber incidents grew in
frequency, severity, and complexity, these shortcomings
became increasingly evident. Consequently, insurers now
face intense pressure to adopt more rigorous and data-
informed methods for assessing client risk, quantifying
exposure, and pricing policies. Accurate, evidence-based risk
quantification has become essential for maintaining market
stability and ensuring sustainable underwriting.

2.3 Frameworks for cyber risk assessment

Assessing cyber risk is a prerequisite for both effective
security management and the design of sustainable insur-
ance models. A range of frameworks has been developed
to structure the identification, analysis, and prioritization of
cyber threats. These frameworks aim to provide standard
methodologies that reduce subjectivity, improve compara-
bility across organizations, and generate data that can be
meaningfully integrated into actuarial models and under-
writing practices. While not all were initially designed for
insurance, many have become essential reference points in
efforts to enhance rigor and consistency in assessing cyber
threats and their potential financial impact.

Before the emergence of data-driven methods, cyber risk
assessment was primarily guided by qualitative or semi-
quantitative frameworks. The FAIR model [35] is the only
widely adopted framework that explicitly incorporates prob-
abilistic reasoning and financial loss estimation, making it
conceptually closest to actuarial modeling. However, FAIR
requires substantial supporting data, such as historical inci-
dent frequencies and loss distributions, which are often
unavailable or incomplete in practice. Other established
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frameworks, including OCTAVE [3], the NIST Cyberse-
curity Framework (CSF) [48], ISO/IEC 27005 [1], and
COBIT [36], focus primarily on governance, process matu-
rity, and qualitative assessment of organizational controls.
These approaches rely heavily on expert judgment, inter-
views, and internal documentation, offering structure but
limited empirical precision.

Taken together, these frameworks provide valuable guid-
ance for organizing and understanding cybersecurity posture,
yet they fall short of meeting the needs of cyber insur-
ance underwriting. Most are not designed to ingest technical
telemetry, to quantify dynamic threat exposure, or to gener-
ate loss distributions required for pricing models. Moreover,
none of these frameworks natively incorporates modern data-
driven approaches such as machine learning or Al-assisted
analysis. As a result, insurers face a gap between high-
level qualitative assessments and the empirical, continuously
updated data needed for actuarial risk quantification. Table 1
summarizes the main characteristics of these frameworks
and highlights their limitations in supporting fully data-
driven cyber insurance methodologies. While all of them
offer valuable guidance for organizing and evaluating cyber
risk, substantial advancements are still required before these
frameworks can fully support data-driven cyber insurance
models.

2.4 The relationship between risk assessment and
insurance

In practice, insurers rely on a combination of quantitative
data, expert assessments, and organizational security prac-
tices to determine premiums and coverage terms. Among the
available frameworks, FAIR is one of the few that explic-
itly incorporates a data-driven approach, using probabilistic
modeling to quantify risk in financial terms. Although first
introduced in 2005, FAIR continues to be widely referenced
in both academic research and industry practice, highlight-
ing the enduring importance of data-driven methodologies in
this domain.

The choice of framework directly influences the accuracy
and granularity of risk evaluation. Quantitative, data-driven
approaches enable insurers to estimate expected losses,
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calculate risk distributions, and perform scenario analyses
for portfolios of insured organizations. Qualitative frame-
works, although less precise in monetary terms, provide
valuable insights into governance, process maturity, and con-
trol effectiveness that can inform underwriting decisions and
incentivize improved security practices.

Overall, cyber insurance pricing is most effective when
informed by a combination of these frameworks. Quantitative
models supply financial estimates of potential losses, while
qualitative frameworks contextualize these estimates within
organizational practices, regulatory compliance, and opera-
tional maturity. This synergy supports both more accurate
pricing and the promotion of stronger cybersecurity behav-
iors among insured organizations. However, as cyber threats
evolve more rapidly than traditional assessment methods
can accommodate, insurers increasingly require automated,
continuous, and scalable mechanisms for evaluating cyber
risk, needs that modern Al-driven methods are beginning to
address.

2.5 Al in cyber insurance

Artificial intelligence has become increasingly central to
cybersecurity research and practice due to its ability to pro-
cess large, heterogeneous, and rapidly evolving datasets. In
cybersecurity operations, Al techniques such as machine
learning, deep learning, and natural language processing have
proven effective for tasks including anomaly detection, mal-
ware classification, vulnerability exploitation prediction, and
automated log analysis. These capabilities enable a richer
and more timely understanding of an organization’s security
posture than traditional manual or rule-based approaches.
At the same time, because many of those techniques oper-
ate as black boxes, they are making it difficult to interpret
how specific input features influence predictions. Conse-
quently, there is a growing emphasis on explainable artificial
intelligence (XAI) techniques that enhance transparency and
enable human-understandable interpretation of model out-
puts.

The same analytical strengths position Al as a power-
ful tool for improving cyber risk assessment. By automating
the extraction of technical indicators from telemetry sources
(e.g., SIEM logs, endpoint monitoring, threat intelligence
feeds), Al systems help identify patterns that correlate with
elevated risk. Machine learning models support predictive
risk estimation by learning relationships between organi-
zational characteristics, exposure indicators, and historical
incident outcomes. Explainable Al methods help decompose
predictions into understandable risk drivers, thereby sup-
porting auditability and regulatory compliance in insurance
applications. Unsupervised learning methods can uncover
latent risk clusters among organizations. At the same time,
natural language processing techniques convert unstructured

incident reports, audit findings, and threat intelligence bul-
letins into structured features for quantitative assessment.
Together, these methods enable risk evaluations that are more
dynamic, data-driven, and empirically grounded.

These advancements directly address long-standing chal-
lenges in cyber insurance. More accurate, real-time risk
assessments can help overcome the limitations of static ques-
tionnaires and self-reported information currently used in
underwriting. Predictive models trained on technical and his-
torical data can provide insurers with probabilistic estimates
of incident likelihood and severity, supporting more precise
premium calculations and portfolio-level risk management.
In addition, Al-based analysis facilitates continuous monitor-
ing, allowing insurers to track changes in an organization’s
security posture rather than relying solely on point-in-time
evaluations. Such capabilities are particularly valuable for
modeling fast-evolving threats, where traditional actuarial
approaches struggle due to sparse or unstable historical data.

Overall, while Al is not yet fully integrated into cyber
insurance workflows, its advances in cybersecurity analytics
and risk modeling form a strong foundation for next-
generation, data-driven insurance practices. By improving
the accuracy, timeliness, and granularity of risk assessments,
Al has the potential to enhance underwriting and support
more differentiated, evidence-based pricing significantly.

2.6 Al governance and safe Al

The increasing adoption of artificial intelligence introduces
additional cyber risk considerations. Al models hosted on
cloud infrastructure may be susceptible to attacks such as
model stealing, adversarial manipulation, or data poison-
ing, which can compromise the prediction integrity and
potentially lead to inaccurate risk assessments or mispriced
insurance portfolios. Moreover, the reliance on cloud-based
infrastructures for training and deploying Al systems cre-
ates systemic dependencies across organizations and service
providers, potentially amplifying cyber risk through shared
infrastructure and supply-chain interconnections. For exam-
ple, a study by Tenable found that approximately 14% of
organizations expose nearly all of their cloud resources to
trusted third parties via external accounts [63], highlighting
the extent to which cloud ecosystems introduce complex trust
relationships and potential attack surfaces. These risks are not
only being addressed by cybersecurity researchers but have
also become a focus of emerging Al governance frameworks.

Recent regulatory and governance initiatives increas-
ingly emphasize the need for safe, trustworthy, and secure
artificial intelligence systems. In the European Union, the
Artificial Intelligence Act [23] introduces a risk-based reg-
ulatory framework for Al systems, including requirements
related to transparency, robustness, cybersecurity, and human
oversight. Similarly, the NIST AI Risk Management Frame-
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work (Al RMF) [49] provides guidance on identifying,
assessing, and mitigating risks associated with Al deploy-
ment, including concerns about model reliability, adversarial
manipulation, and data integrity. At the international level,
the OECD Al Principles [51] and emerging United Nations
initiatives on Al governance promote the development of
Al systems that are robust, accountable, and aligned with
broader societal values. Collectively, these frameworks high-
light the importance of safe Al, emphasizing resilience
against manipulation, explainability of decision-making pro-
cesses, and responsible management of training data and
model outputs.

This regulatory context is particularly relevant for cyber
insurance. Al-driven risk assessment systems operate on
sensitive organizational data and may influence underwrit-
ing decisions, pricing strategies, and risk classifications. As
a result, such systems must be robust against adversarial
attacks, data poisoning, and model drift. Ensuring that Al-
based underwriting tools remain transparent, explainable,
and resilient is therefore not only a technical requirement
but also an emerging regulatory expectation. Integrating
principles from safe machine learning and Al governance
frameworks into cyber-risk modeling may enhance trust,
improve regulatory compliance, and support the development
of more reliable data-driven cyber insurance systems. These
topics are further explored in the subsequent sections of this

paper.

3 Methodology

This survey aims to systematically identify and analyze
research on approaches to cyber-risk management in the
context of cyber insurance, including data-driven, Al-based,
and qualitative methods. To ensure transparency and repro-
ducibility, the literature review process follows princi-
ples inspired by the PRISMA (Preferred Reporting Items
for Systematic Reviews and Meta-Analyses) methodology,
adapted to the context of computer science and cybersecurity
research. The objective is to identify relevant studies, con-
solidate existing findings, and highlight research directions
for the development of data-driven cyber insurance models.

3.1 ldentification

Relevant studies were identified through a structured search
of major academic databases commonly used in cybersecu-
rity and information systems research. The primary sources
included ACM Digital Library, IEEE Xplore, ScienceDirect,
SpringerLink, and MDPI. Additional relevant papers were
identified through backward and forward citation analysis of
selected studies.

@ Springer

Two complementary search queries were designed to
capture both cyber insurance-specific research and broader
cyber-risk modeling approaches potentially applicable to
insurance. The first query targeted studies directly related
to cyber insurance and cyber-risk management. The search
combined the keyword “cyber insurance” with either “cyber
risk” or “cybersecurity”, and required at least one of the fol-
lowing terms: “risk management”, “risk modeling”, “risk
assessment”, “machine learning”, “deep learning”, “artifi-
cialintelligence”, or “large language models”. Searches were
conducted within titles, abstracts, and keywords where sup-
ported by the respective digital libraries. This query returned
a total of 870 records across the selected databases.

The second query was designed to be broader in scope
and aimed to capture data-driven cyber-risk prediction and
detection approaches that may not explicitly reference cyber
insurance but could be relevant for cyber-risk modeling and
assessment. This includes research from adjacent domains
where methodologies applicable to cyber insurance are
developed without being labeled as such. The query com-
bined terms such as “cyber threat” or “risk management” with
“prediction”, “detection”, or “cyber assurance”, and required
references to concepts such as “data-driven”, “standards and
certifications”, “informed decision-making”, or “malware
analysis”. This search yielded 607 additional records.

Due to differences in search interfaces and query syn-
tax across digital libraries, minor adjustments to the search
expressions were required for each database. In some cases,
platforms limited the number of supported Boolean operators
or expanded searches automatically to full-text content rather
than restricting them to titles and abstracts. To maintain con-
sistency across sources, equivalent keyword combinations
were adapted to each platform’s capabilities while preserv-
ing the queries’ conceptual scope. Retrieved records were
exported where possible and subsequently merged for dedu-
plication and further screening.

3.2 Screening

The results from both queries were merged, and duplicate
records were removed. During this stage, several inclusion
criteria were applied to ensure the relevance and quality of
the collected literature. Specifically, papers were included if
they were written in English, were peer-reviewed, and had a
minimum length of six pages, ensuring that only sufficiently
detailed research contributions were considered. In addition,
we prioritized recent developments in the field by including
recent studies, particularly papers published after 2020. After
applying these initial filters, 548 publications remained.
The remaining studies were then screened based on their
titles and abstracts. The exclusion criteria consisted of papers
that did not fall within the cybersecurity risk assessment and
modeling research scope, as well as studies focusing exclu-
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sively on highly domain-specific or geographically restricted
case studies without broader methodological relevance. Lit-
erature reviews, editorials, and opinion papers were also
excluded in order to focus on primary research contribu-
tions. Studies without accessible full texts, as well as papers
lacking sufficient methodological detail or experimental vali-
dation, were also removed. To ensure consistency, the criteria
were applied systematically across all records. The title and
abstract screening was conducted by a single author follow-
ing predefined criteria. In cases of uncertainty, borderline
studies were carried forward to the full-text review stage,
where final inclusion decisions were made collaboratively
by multiple authors.

After completing the title and abstract screening, 96 stud-
ies were retained for full-text evaluation.

3.3 Eligibility

The remaining papers were evaluated through full-text
review to determine their relevance to the objectives of
this survey. During this stage, the inclusion and exclu-
sion criteria were applied more rigorously to verify that
each study provided methodological, analytical, or empir-
ical contributions relevant to cyber risk assessment or cyber
insurance risk management. Final inclusion decisions were
made collaboratively by the authors to ensure consistency and
reduce potential selection bias. Disagreements were resolved
through discussion until consensus was reached.

3.4 Final selection

To ensure conceptual completeness, backward and forward
snowballing was additionally performed on selected key
papers. This process resulted in the inclusion of additional
methodologically relevant studies that were not captured by
the initial search queries, including one seminal work pub-
lished prior to 2020 and one methodological paper shorter
than 6 pages. The overall study selection process is illus-
trated in Fig. 1.

After completing all stages of the selection process, a final
corpus of 48 studies was obtained. The selected papers orig-
inate from several major publication venues, including IEEE
(13 papers), Springer (7 papers), ACM (5 papers), MDPI (5
papers), ScienceDirect (8 papers), and other publishers (10
papers).

4 Data-driven risk management approaches

According to [7], several factors must be considered by cyber
insurers when determining premium pricing. The overall pro-
cess, analyzed in detail in this section, considers multiple
methods across the various stages of insurance pricing.

Modern cyber insurance increasingly depends on the
availability, quality, and analytical use of empirical data. In
contrast to traditional underwriting, which relies heavily on
questionnaires and expert judgment, data-driven approaches
integrate technical telemetry, vulnerability intelligence, orga-
nizational characteristics, and historical incident records to
produce more objective and reproducible risk assessments. A
typical data-driven workflow proceeds through four stages:
identifying relevant data sources; collecting and normal-
izing technical and organizational information; applying
quantitative models to estimate the likelihood and severity
of cyber incidents; and, finally, translating these estimates
into insurance premiums. The following subsections review
the existing literature for each of these stages, highlighting
current practices, methodological advances, and remaining
challenges in the adoption of fully data-driven cyber insur-
ance frameworks.

4.1 Data sources

The first step in developing a data-driven approach to cyber
insurance is to identify which data sources provide the most
reliable and actionable insights for risk assessment. In today’s
digital ecosystem, the abundance and heterogeneity of avail-
able information can be overwhelming, making it difficult to
determine which inputs are most valuable for underwriting
and pricing.

Technical vulnerability metrics provide structured,
machine-readable indicators of exploitability and severity,
and are increasingly used to quantify exposure in empirical
and actuarial models. They provide a quantitative founda-
tion for evaluating and prioritizing cybersecurity threats,
translating technical vulnerabilities and exposure factors into
measurable indicators that support decision-making. While
both qualitative and quantitative assessments play essential
roles in understanding cyber risk, data-driven approaches
require that risk-related information be represented in a struc-
tured and, ideally, quantifiable form. Quantification enables
the use of statistical modeling, machine learning, and proba-
bilistic reasoning methods that depend on measurable input
data to estimate the likelihood and financial impact of cyber
incidents. Qualitative insights, such as expert judgment or
organizational assessments, can complement this process but
must ultimately be translated into structured indicators to
support data-driven decision-making in cyber insurance. A
variety of standardized, research-oriented metrics have been
proposed, each addressing different dimensions of cyber risk,
including exploitability, impact, and attack likelihood.

While cyber insurers draw on a broad range of data
sources, vulnerability-related metrics remain one of the most
widely used categories of technical indicators. One of the
most commonly used metric in both industry and academia
is the Common Vulnerability Scoring System (CVSS) [25],
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Query 1
Records identified (n=870)

b

Query 2
Records identified (n=607)

b

Records after initial filtering (n=293)
[Deduplication ; English; Peer-reviewed; > 6 pages ; published> 2020

Records after initial filtering(n=255) }
]

]} {[Deduplication ; English; Peer-reviewed; > 6 pages ; published> 2020

h

Records after title/abstract screening (n=61)
[Primary studies ;Relevant to cyber risk/insurance]

N

-

h

[Records after title/abstract screening (n=3 51

[Primary studies ; Relevant to cyber risk/insurance]

/

Additional studies identified through
citation analysis & research team expertise

)

Full-text articles assessed
(n=96)

Full-text excluded (n=68)
Irrelevant scope ; No methodology ; No full text

(n=20)

{ Final included studies (n=48) }
[ ]

Query 1:n=18, Query 2: n=10, Snowballing : n=20

Fig.1 PRISMA-inspired study selection process showing contributions from both search queries

which provides a structured method for assessing vulnerabil-
ity severity using base, temporal, and environmental metrics.
Although CVSS has become a de facto standard for vulner-
ability management, it primarily assesses potential impact
rather than the likelihood of real-world exploitation, thereby
limiting its predictive value for insurance applications. To
address this limitation, the Exploit Prediction Scoring Sys-
tem (EPSS) [26] was introduced as a complementary metric
that estimates the probability that a vulnerability will be
exploited in the wild. EPSS leverages empirical data and
machine learning techniques trained on real-world attack
telemetry, providing a more dynamic, data-driven perspec-
tive. This predictive capability aligns closely with the needs
of cyber insurers, who require probabilistic measures of loss
likelihood to inform pricing and reserve models.

Beyond CVSS and EPSS, insurers and analysts increas-
ingly rely on additional technical indicators such as the
CISA Known Exploited Vulnerabilities (KEV) catalog, vul-
nerability age, patch latency, and asset criticality ratings.
These signals help identify which vulnerabilities are actively
exploited and which assets contribute most to potential loss
severity. Furthermore, qualitative threat modeling method-
ologies such as STRIDE and DREAD provide structured
frameworks for identifying attack vectors and categorizing
exposure. Although not quantitative, these approaches com-
plement technical metrics by providing contextual under-
standing that can be incorporated into statistical or actuarial
models.
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Standardized metrics provide a consistent foundation for
evaluating vulnerabilities and predicting exploitability. How-
ever, they represent only part of the risk landscape. According
to Nurse et al. [50], insurers typically prioritize organization-
provided data, such as security policies and compliance
documentation collected through self-assessment question-
naires. At the same time, external threat and vulnerability
intelligence are mainly used to contextualize exposure. Real-
time telemetry data, such as network logs, SIEM alerts,
endpoint monitoring, and vulnerability scans, remain vastly
underutilized during underwriting and are typically refer-
enced only after a cyber incident, primarily for claims
validation or forensic investigation.

An additional category of data sources concerns telemetry
from Industrial Control Systems (ICS) and Operational Tech-
nology (OT) environments. These systems manage critical
infrastructure sectors and generate operational logs, firmware
and patch status information, and process-level sensor data.
Although similar in format to enterprise IT telemetry, ICS
data differ fundamentally in their cyber-physical coupling
and operational constraints. Their incorporation into risk
assessment frameworks is particularly relevant because inci-
dents in such environments may result not only in data loss
or business interruption, but also in physical damage, safety
hazards, and potentially cascading infrastructure effects.

Similarly, [2] shows that underwriting questionnaires
mainly collect self-reported information about policy con-
trols, incident response capabilities, and security hygiene.
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Such questionnaires vary widely across insurers and often
lack technical verification, underscoring the need for stan-
dardized and data-driven information sources. Human-related
vulnerabilities, which are of increasing importance, are typi-
cally inferred indirectly from questionnaire responses rather
than objectively measured [50]. Also, the mere existence
of security training programs or human risk management
policies does not necessarily imply effective implementa-
tion or correct configuration. Additionally, Mott et al. [46]
report that, in response to the rise of ransomware, insurers
have relied predominantly on claims history and sector-
specific threat intelligence to reassess exposure, rather than
incorporating granular technical or real-time telemetry data.
Unfortunately, claims history data remains sparse. As noted
by the authors in [73], an increasing number of claims would,
paradoxically, be beneficial, as it would provide a richer
statistical and empirical foundation for insurers. However,
insurers naturally aim to minimize claims, as frequent pay-
outs threaten profitability margins.

A limited but growing body of research and industry
initiatives has explored the integration of technical risk
indicators, derived from external scans or continuous mon-
itoring services, into underwriting models. For instance, in
[40], the authors used data from the National Vulnerabil-
ity Database (NVD) to categorize vulnerabilities by topic,
thereby enabling the prediction of future risk trends. Sim-
ilarly, the QBER model [27] analyzed business units and
their assets, including network segments, attack surfaces,
and known vulnerabilities (CVEs), to generate per-segment
monetary loss estimates. This approach allows insurers and
organizations to link internal asset profiles and control matu-
rity levels to expected financial exposures. Finally, Zeller and
Scherer [72] emphasized the need for insurers to collaborate
with specialized IT security service providers to more accu-
rately assess organizational risks using technically derived
information.

At the same time, the rapid expansion of available cyber-
risk data introduces new challenges related to managing its
volume, variety, and heterogeneity. As highlighted in [47],
big data analytics plays a crucial role in normalizing and
structuring large-scale datasets so they can be effectively
leveraged in risk assessment. When combined with machine
learning techniques, these enriched data sources allow the
identification of patterns, the establishment of behavioral
baselines, and the automated detection of anomalies that
may signal emerging threats. In parallel, recent LLM-based
approaches, such as those reviewed by Xu et al. [70], apply
advanced natural language processing to curate and syn-
thesize information from unstructured threat intelligence
reports, thereby addressing gaps in traditional vulnerability
databases. Complementary work by Fieblinger et al. [24]
demonstrates how integrating LLMs with knowledge graphs
can automate the extraction and structuring of cyber threat

intelligence, further enhancing data availability for risk mod-
eling.

Interestingly, none of the reviewed studies identified a
detailed asset inventory as a prerequisite for advancing cyber
insurance. Even when asset data were incorporated, they
were typically aggregated into higher-level segments rather
than modeled at the individual asset level [27]. The primary
data sources used by insurers remain questionnaires and, to a
lesser extent, vulnerability intelligence. The limited adoption
of internal telemetry is likely due to the operational complex-
ity and high cost of maintaining such data pipelines, as well
as the small contribution of technical posture to overall pric-
ing variance. For example, a cyber training specialist noted
that factors such as revenue, sector, number of employees,
and number of customers are sufficient to determine roughly
80% of the pricing decision [50], suggesting that these orga-
nizational characteristics currently exert a greater influence
on premiums than granular, telemetry-derived indicators. For
small and medium-sized enterprises (SMEs), the cost of
conducting detailed technical assessments may exceed the
marginal benefit an insurer would gain from adjusting premi-
ums based on such data [2]. These constraints pose practical
challenges for developing automated data-collection mech-
anisms for cyber insurance.

4.2 Data collection

Effective data collection determines the extent to which these
inputs accurately represent an organization’s cyber posture.
Data-driven models require the systematic collection of data
from both internal and external sources. This shift enables
richer, more objective, and continuously updated risk infor-
mation.

4.2.1 Internal tools

A method for collecting technical data internally is through
asset management systems, where organizations can input
and store their assets, such as hardware, software, and
network components, thereby enabling the execution of
assessments, such as static vulnerability scans. This asset-
based approach often relies on digital asset registers to
catalog vulnerabilities identified through internal scanning
and external sources, thereby supporting risk profiling in con-
texts such as insurance underwriting [61]. As a downside, it
requires the system to remain consistently up to date to reflect
evolving threats, and organizations must be willing to share
this sensitive data with insurers, often facing challenges due
to privacy concerns, subjective judgments in metrics, and
fragmentation between technical and business roles. In addi-
tion, a few studies, such as [17], have explored automated
data extraction via API-based collections.
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The use of Al for collecting risk-related data has increased
significantly in recent years. Jawhar Shadi et al. [37] pro-
pose an automated, Al-driven model that interprets client
responses to cybersecurity questionnaires. This approach
requires that the questionnaires cover a broad range of topics
while allowing responses in various formats (e.g., numeri-
cal values, free text). Furthermore, ML models can also be
employed to detect anomalies within systems and generate
real-time alerts. Advanced SIEM deployments, informed by
prior risk assessments, enable continuous event monitoring
and correlation, aggregating logs from critical workflows
(e.g., IoT devices and data systems) to detect threats that
could trigger insurance claims [8, 16, 17, 21, 42, 52]. Those
tools leverage deep learning to automatically learn log pat-
terns and detect anomalies when logs deviate from those
observed under normal execution.

As Dambra et al. [19] note, internal data may be unavail-
able to insurers. In many cases, organizations lack the
necessary monitoring tools, either due to insufficient techni-
cal expertise to maintain them, privacy concerns, or the high
cost relative to their revenue. Some organizations may also
perceive such tools as unnecessary or not financially bene-
ficial. According to [45], for organizations outside critical
sectors or with relatively low exposure to cyber vulnerabili-
ties, investing in cyber insurance may be more cost-effective
than allocating significant resources to cybersecurity mea-
sures. This highlights the need for appropriate incentives to
encourage organizations to adopt internal data-collection and
assurance mechanisms. For example, in [53], the authors
propose offering discounted cyber insurance premiums to
organizations that deploy certified assurance tools, with pre-
mium reductions linked to both the presence and extent of
deployed cybersecurity controls.

As mentioned, an additional barrier to integrating internal
telemetry into underwriting models concerns data privacy
and confidentiality. Organizations may be reluctant to share
raw security logs, IoT data streams, or sensitive operational
information with insurers due to regulatory and reputational
risks. Federated learning (FL) has emerged as a promising
solution to this challenge by enabling decentralized model
training without requiring the exchange of raw data. Instead,
models are trained locally on organizational datasets and
only encrypted or securely aggregated parameter updates
are transmitted to a central coordinator. Kasula et al.’s [39]
recent work on FL in IoT environments demonstrates that
distributed deep learning models can preserve data confiden-
tiality while achieving predictive performance comparable
to centralized approaches. Such privacy-preserving collabo-
rative learning architectures may offer a viable pathway for
insurers to leverage organization-level telemetry across mul-
tiple insured entities without directly accessing sensitive raw
datasets.
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Emerging approaches based on machine learning for
cyber-risk assessment depend strongly on the availability of
large, high-quality datasets. In the cyber insurance domain,
however, historical claims data remain limited and highly
imbalanced due to the rarity of severe cyber incidents and
the underreporting of breaches. These characteristics create
challenges for many ML algorithms, which typically rely on
large training datasets to produce stable predictions. Privacy
constraints and organizational data silos further complicate
the sharing of cyber-risk data across institutions. Techniques
such as federated learning have therefore been proposed
to enable collaborative model training without requiring
centralized data sharing, helping address confidentiality con-
cerns while allowing distributed data sources to contribute to
model development.

4.2.2 External tools

Insurers leverage third-party tools and services to assess
an organization’s attack surface and vulnerabilities with-
out direct access to proprietary systems. Techniques such as
attack surface mapping (using automated scanning tools to
identify exposed ports, services, and endpoints) and penetra-
tion testing (pentesting), which simulates real-world attacks
to uncover exploitable weaknesses, provide insurers with
independent risk intelligence. A key advantage of such meth-
ods is that they operate on publicly available information,
eliminating the need for intrusive access to a client’s internal
systems.

Recent advances in artificial intelligence have further
expanded the capabilities of external assessment tools. Com-
mon criteria evaluations frequently incorporate penetration
testing and vulnerability scanning by external labs to val-
idate security features, generating data that supports cyber
insurance underwriting and assurance [62]. In addition,
Open-Source Intelligence (OSINT) pipelines are increas-
ingly enhanced with machine learning models that can pro-
cess large volumes of publicly available data. For instance,
Babenko et al. [10] propose a framework that collects passive
DNS records, WHOIS entries, and TLS certificate meta-
data, and then applies decision tree—based classifiers and
clustering techniques to derive external risk scores. Sim-
ilarly, ML-driven vulnerability discovery tools have been
developed to analyze externally accessible codebases and
predict potential vulnerabilities before they are officially dis-
closed [5, 6]. These approaches help insurers develop a more
comprehensive view of an organization’s exposure by lever-
aging publicly available artifacts and external telemetry.

However, these methods face challenges, including vari-
ability in penetration testing methodologies and the need
for ongoing updates to capture evolving threats, which can
lead to incomplete risk profiles if not harmonized with
internal data [9, 50]. Automated data collection of orga-
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nizational information using methods such as Al depends
on the organization’s public data being accurate and up
to date. Furthermore, specific key data, such as revenue
figures, are often not publicly available. These limitations
are further compounded by the cost and effort required
to validate self-reported information. According to Adriko
and Nurse [2], follow-up measures for questionnaires, such
as in-person interviews or response validation tools, are
resource-intensive. As a result, insurers primarily rely on
insurance application forms and invest considerably more
effort during the claims phase, which means initial inputs
are not always validated [67]. During the claims process,
extensive forensic investigations are typically conducted.
Moreover, empirical evidence indicates that cybersecurity
breaches lead to higher audit fees, as auditors must exert
greater effort to assess internal controls and data integrity
following an incident [59]. This suggests that cyber insur-
ance is used reactively rather than proactively. Nevertheless,
there are approaches to increase proactive engagement. For
example, Franke Ulrik and Albina Orlando [28] propose a
model in which a portion of the premium paid can be used
to improve the security posture of insured organizations.

4.3 Risk calculation

The previously collected heterogeneous data are transformed
into probabilistic models of cyber loss. This means that data
must be quantified. Technical indicators, such as vulnera-
bility severity scores and patch latency, inform estimates of
event frequency, whereas organizational factors, including
sector, size, and revenue, determine loss-severity scaling.
Historical breach data are often used to calibrate statisti-
cal distributions, allowing insurers to derive expected loss
or Value-at-Risk metrics [7, 71]. Consequently, revenue and
sectoral characteristics play an indirect yet essential role in
risk quantification by contextualizing technical exposures
within business impact models.

4.3.1 Risk indicators

Although cyber insurance has evolved significantly in recent
years, the fundamental risk indicators used to assess organi-
zations seeking coverage have remained mainly unchanged.
Across the literature on risk calculation methods, the most
commonly considered factors include organizational size,
industry sector, revenue or turnover, and overall security
posture [2, 4, 7, 27, 50, 54, 71]. Aldasoro et al. [4] empir-
ically quantify firm-level cyber risk drivers using actual
loss data and show that such variables positively corre-
late with both the frequency and severity of events. They
further find that cloud adoption and IT spending are asso-
ciated with reduced expected and future losses. However,
increasing cloud dependence may amplify systemic inter-

dependencies across firms, potentially contributing to tail
risk accumulation. In other instances, even the manner in
which respondents answer assessment questions is evalu-
ated [50]. Still, to accurately quantify such data, expert
input is often required [11]. Human-related vulnerabilities
should be incorporated as quantifiable key risk indicators, as
a substantial proportion of cyber incidents exploit behavioral
weaknesses (e.g., phishing) or originate from human error
(e.g., misconfigurations or improper data handling). Mea-
surable indicators include phishing simulation click rates,
password hygiene scores, frequency and quality of secu-
rity training, Mean Time to Detect (MTTD), and Mean
Time to Recover (MTTR) [22]. Integrating such behavioral
and operational metrics into risk calculation frameworks
would enable more granular, data-driven assessment beyond
self-reported controls. Other studies also consider an organi-
zation’s security incident history [2] or the countries in which
it operates [27].

Overall, these indicators collectively influence an orga-
nization’s risk profile. While some technical aspects are
addressed, the assessments generally lack depth and often
require substantial manual input to complete.

4.3.2 Predictive modeling approaches

Predictive modeling approaches provide a formal mecha-
nism for transforming the heterogeneous data collected from
internal and external sources into probabilistic estimates of
expected loss. These models enable insurers to compute key
risk measures that directly inform premium calculation and
capital allocation.

Traditional actuarial techniques remain foundational, with
many studies employing statistical models to capture the
stochastic nature of cyber incidents. For example, [71] used
a marked point process framework in which event intensity
depends on technical indicators such as vulnerability expo-
sure and patch delay. At the same time, loss magnitudes are
modeled using heavy-tailed distributions calibrated to histor-
ical breach data. Similarly, in [7], Awiszus et al. combine
idiosyncratic firm-level factors (such as sector, size, and rev-
enue) with systematic market-wide components to simulate
correlated loss events, demonstrating how sectoral depen-
dencies can amplify portfolio-level losses. These approaches
reflect the actuarial tradition of decomposing risk into fre-
quency and severity components before aggregation. Using
statistical models, the authors in [44] identified several pat-
terns, including the fact that identity theft, phishing, and
cyber extortion are more common in companies with large
employee counts and low revenue. The study also found that,
although the financial and health sectors experience similar
privacy impacts, cyber extortion and unintentional data dis-
closure are less frequent in the financial industry.
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These sectoral differences are consistent with broader
empirical evidence on cyber risk drivers. Aldasoro et al.
[4] show that these sectors experience a higher frequency
of malicious attacks than others. They further distinguish
between malicious attacks (e.g., denial-of-service, phishing)
and non-malicious incidents (e.g., software bugs, improper
disposal of information), and demonstrate that, on average,
non-malicious incidents are more costly. However, mali-
cious attacks are overrepresented in the right tail of the
loss distribution. In cloud-based infrastructures, distributed
denial-of-service (DDoS) attacks and vulnerabilities aris-
ing from delayed patch management represent particularly
salient risk drivers, as they can propagate across inter-
connected systems and amplify accumulation risk. These
findings imply that cyber risk modeling must simultaneously
account for high-frequency/low-severity non-malicious inci-
dents and low-frequency/high-severity malicious events.
Consequently, risk calculation frameworks should incorpo-
rate tail-sensitive approaches (e.g., extreme value modeling,
stress testing, or Al-based simulation), rather than relying
solely on traditional actuarial methods based on limited his-
torical claims data. Finally, classical actuarial approaches
rely heavily on claims data, which remain limited at present
[7].

Beyond classical statistical methods, simulation-based
and computational models have been increasingly adopted
to capture interdependent and dynamic cyber risks. Agent-
based or network-propagation models, for example, simulate
how attacks propagate across interconnected organizations
and how these dependencies affect aggregate losses [7].
Scenario-based simulations also enable the evaluation of
extreme yet plausible cyber catastrophes, helping insurers
assess systemic exposure [19].

Artificial intelligence techniques have emerged as promis-
ing tools for cyber risk prediction. Studies such as [37]
propose using supervised learning models to estimate the
probability of compromise or classify organizations into risk
tiers. These models are commonly trained using data such
as firm size, sector, IT infrastructure complexity, vulnerabil-
ity exposure (e.g., CVE/CVSS metrics), patch latency, and
historical breach records [40]. ML models can automatically
learn complex relationships between organizational charac-
teristics, technical vulnerabilities, and incident outcomes,
potentially outperforming traditional models when sufficient
labeled data are available. For instance, Hu et al. [32] apply
gradient-boosting (XGBoost) to a dataset of over 38,000
enterprises, thereby augmenting cybersecurity ratings with
supply chain network features. Their model highlights ML’s
ability to capture third-party risks relevant to insurance port-
folios. Similarly, [15] introduces a proactive Al methodology
that dynamically calculates risk using ML on indicators like
CVSS and EPSS, addressing real-time threat evolution.
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However, interpretability and data scarcity remain sig-
nificant challenges to the widespread adoption of Al-driven
approaches in cyber insurance. Recent research demonstrates
that explainable artificial intelligence methods can address
transparency limitations in risk calculation, thereby enhanc-
ing trust among auditors and regulators. For example, Giudici
and Raffinetti [30] apply feature attribution and interpretabil-
ity techniques to cyber risk prediction models, showing how
individual risk drivers can be quantified and visualized to
improve transparency and governance in risk management
frameworks. Building on this line of work, the authors of [29]
propose a unified compliance score that jointly evaluates a
model’s predictive accuracy, the stability of its predictions
when input data are removed or corrupted, and the con-
tribution of each input feature to the output. These three
dimensions are aggregated into a single interpretable metric,
providing a quantifiable measure of model trustworthiness.
Such a framework is particularly relevant for cyber insur-
ance, where underwriting models must remain reliable under
sparse, imbalanced, and potentially adversarial inputs, and
where regulators increasingly expect evidence-based valida-
tion of Al systems. At the same time, the authors of [12]
employ XAI methods to identify which URL features most
strongly influence phishing-detection scores, demonstrating
how feature-level explanations can clarify model behavior.
Although focused on phishing detection, this study illustrates
the broader applicability of XAl techniques in cybersecurity
analytics and helps reduce the opacity traditionally associ-
ated with Al models.

Beyond interpretability, model robustness and scala-
bility can also be improved through systematic feature
selection strategies. High-dimensional cybersecurity datasets
often include redundant or weakly informative variables,
which can increase computational cost and introduce noise
into predictive models. Optimization-based dimensionality-
reduction techniques aim to identify the most informative
indicators while reducing complexity. For example, [20]
introduces an enhanced adaptive butterfly optimization algo-
rithm for selecting relevant features in industrial wireless
sensor network security datasets. Such approaches may be
particularly relevant for large-scale cyber insurance port-
folios, where multiple heterogeneous risk features may be
collected across insured entities.

While historical data is essential for predictive mod-
els, [43] emphasizes that relying solely on past data is
insufficient. In the context of cyber insurance, historical
claims data are often sparse, incomplete, and biased due
to underreporting, particularly for high-impact incidents.
This leads to extreme class imbalance, where rare but catas-
trophic cyber events are significantly underrepresented. As a
result, machine learning models tend to be biased toward
predicting non-events, limiting their ability to accurately
capture tail risks that are most relevant for insurance appli-
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cations [4, 7]. Although techniques such as resampling,
cost-sensitive learning, or anomaly detection can partially
mitigate class imbalance, they may introduce distortions
in probability estimation or reduce model interpretability,
which remains critical in actuarial contexts [71]. Conse-
quently, some ML-based approaches rely more heavily on
external threat intelligence and sector-level indicators rather
than firm-specific historical loss data, reflecting the structural
limitations of available datasets.

Despite these developments, more fundamental limita-
tions related to data availability and statistical structure
persist. The applicability of machine learning models to
cyber risk prediction is constrained by the substantial data
requirements needed for reliable performance. Tree-based
ensemble methods, such as random forests and gradient
boosting techniques (e.g., XGBoost), tend to be more robust
with smaller datasets, while deep learning models typically
require substantially larger datasets to achieve stable perfor-
mance. However, in cyber insurance, such data are rarely
available at sufficient scale or quality. Moreover, there is
currently no clear consensus in the literature regarding the
minimum data requirements or validation standards neces-
sary for machine learning models to produce robust and
reliable cyber risk predictions. The datasets examined by
[18] vary widely in size, ranging from as few as 270 entries in
breach-incident datasets to several hundred thousand records
in threat intelligence repositories. While the latter can sup-
port certain ML tasks, the limited size of loss-event datasets
remains a significant constraint on the practical adoption
of ML in cyber risk prediction. These challenges are com-
pounded by the rapidly evolving and non-stationary nature of
cyber threats, which undermines the assumption that histori-
cal data are representative of future risk. As a result, models
trained on past incidents may fail to generalize to emerging
attack patterns.

In addition, a key limitation arises in the modeling of
tail risk, as many ML approaches struggle to reliably model
the tails of the loss distribution. They often underesti-
mate the probability and severity of rare, high-impact cyber
incidents due to severe class imbalance and limited extrapo-
lation beyond observed data. In contrast, traditional actuarial
approaches explicitly incorporate heavy-tailed distributions
and are therefore better suited to modeling low-frequency,
high-severity losses. This highlights a fundamental limita-
tion of purely data-driven methods, where accurate tail-risk
estimation is essential for pricing, reserving, and capital allo-
cation.

Overall, while statistical and actuarial approaches domi-
nate, simulation- and machine learning-based models offer
greater adaptability but face data scarcity and explainabil-
ity challenges. A promising direction lies in hybrid models
that combine statistical interpretability with the predictive
capacity of machine learning.

4.4 Pricing strategies

Once the probability and impact of cyber incidents have been
quantified, these estimates must be translated into financial
terms to determine appropriate insurance premiums. There is
no "one-size-fits-all" formula, as the actual premium should
depend on multiple factors. Woods et al. [68] investigated
how premiums vary in relation to coverage type, coverage
amount, and revenue, finding that changes in any of these
variables can significantly affect premiums. However, policy-
holder characteristics, such as security controls and industry,
cannot be easily aggregated, and many price adjustments
remain at the discretion of underwriters or are based on
expert judgment. Additionally, [7] noted that market struc-
ture (competitive, monopolistic, or immature) also influences
insurance pricing.

In practice, both the insurer and the clients aim to max-
imize their respective benefits. The pricing process links
the outputs of risk models, typically expressed as expected
annual loss, to monetary values using classical actuarial prin-
ciples. According to [14], the standard formulation defines
the premium as the expected loss plus a risk-loading factor
that accounts for model uncertainty, administrative costs, and
desired profit margins. If the premium is set too high, clients
may seek cheaper alternatives; if set too low, the insurer
risks reducing profits or even incurring losses. Technical and
organizational risk indicators, such as vulnerability severity,
sector exposure, and company size, influence these estimates
indirectly by shaping the modeled loss distributions or the
expected annual loss.

Current industry practice continues to rely mainly on qual-
itative underwriting and aggregate statistical modeling rather
than on real-time technical data, even though recent aca-
demic work increasingly explores quantitative, data-driven
alternatives. Studies such as [71] and [50] note that insurers
commonly derive premiums from a limited set of variables,
including turnover, firm size, historical claims, and market-
level breach statistics, which are often adjusted manually
based on expert judgment or sector-specific exposure. While
this approach provides stability and interpretability, it strug-
gles to keep pace with the rapid evolution of cyber threats.
The limited integration of organizational telemetry and near-
real-time indicators constrains the precision of premium
differentiation across insured entities.

Research has also explored algorithmic and data-driven
pricing models that leverage continuous or automated risk
assessments. For example, [71] compute premiums directly
from stochastic loss distributions generated by their marked
point process model. However, expert input is still required
to quantify key variables, such as IT security standards and
data volume. Similarly, [7] integrates both idiosyncratic firm-
level characteristics (such as sector, size, and revenue) and
systematic cyber-risk factors to categorize organizations and
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Table 2 Categorization of

referenced papers References Approach Research focus
[2, 46, 47, 50] Qualitative Data sources
[24, 40, 53] Quantitative
[70] Mixed
[2, 37, 50, 59, 67] Qualitative Data collection
[5,6,8, 10, 17,21, 39, 42, 52, 53] Quantitative
[16, 19, 61, 62] Mixed
[2, 11, 37, 50] Qualitative Risk calculation
[4,7,12, 14, 20, 27-30, 32, 40, 43, 44, 71] Quantitative
[15, 19, 22, 54] Mixed
[50] Qualitative Insurance pricing
[7, 14,28, 31, 45, 57, 68, 71, 73] Quantitative
[54, 55] Mixed

simulate correlated loss events, translating expected portfolio
losses into actuarially fair premiums.

Advancements in Al are accelerating this shift, enabling
dynamic, personalized premiums informed by predictive
models. Kamdem et al. [57] demonstrate how ML mod-
els such as random forests can forecast cyber losses by
integrating extreme value distributions, enabling more pre-
cise risk-loading in premiums compared to manual actuarial
adjustments. Deep learning has also been used to personal-
ize risk profiles for SMEs, improving accuracy over static
models and enabling risk-based premium calculations with
efficiency gains in underwriting [55]. This complements
broader ML forecasting approaches by addressing SME-
specific vulnerabilities. At the same time, fairness and model
risk concerns are becoming central in Al-driven premium
models. Grari, Charpentier, and Detyniecki [31] propose a
pricing architecture using adversarial learning that mitigates
discrimination and bias, ensuring that pricing models remain
actuarially fair while leveraging powerful ML techniques.

Despite these advancements, data-driven pricing in cyber
insurance remains constrained by data availability, regulatory
compliance, and model explainability. According to [71],
a unified quantitative understanding of this emerging risk
type remains in its infancy, indicating that fully developed
quantitative models do not yet exist. The integration of
predictive analytics into underwriting also introduces chal-
lenges for transparency and fairness, as insurers must justify
algorithmic decisions under emerging Al governance and pri-
vacy regulations. Nevertheless, the convergence of actuarial
modeling with machine learning and continuous risk assess-
ment represents a promising evolution toward more precise,
responsive, and economically efficient cyber insurance pric-

ing.
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5 Comparative analysis

This section provides a comparative analysis of the data-
driven risk management approaches reviewed in Sect. 4,
drawing on the categorization of studies presented in Table
2. It examines differences across data sources, data collec-
tion methods, risk calculation models, and pricing strategies,
identifying key trends and research gaps.

5.1 Key observations and trends

The reviewed literature highlights several recurring patterns
in how cyber insurance research approaches data-driven risk
management. As illustrated in Fig. 2, studies addressing
data sources are predominantly qualitative. Although mul-
tiple data channels exist, underwriting still relies primarily
on self-reported questionnaires, interviews, and descriptive
analyses of insurer practices rather than on detailed asset
inventories. In contrast, research focused on data collec-
tion, risk calculation, and pricing tends to be quantitative,
employing statistical, actuarial, or machine learning mod-
els. The closer the literature moves toward pricing, the
more pronounced this quantitative orientation becomes. This
uneven distribution reflects the maturity gradient across the
cyber insurance lifecycle: the early stages of data acquisition
remain exploratory and organization-specific. In contrast,
later stages of modeling and pricing have become more for-
malized and data-dependent. Recent studies indicate that data
availability in cyber insurance is gradually increasing as the
market expands, though progress remains slow due to organi-
zational privacy concerns and unreported incidents driven by
reputational risk. Overall, the field is shifting toward hybrid
approaches that combine empirical data with expert-driven
interpretation, signalling an ongoing methodological transi-
tion.
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Fig. 2 Distribution of qualitative and quantitative studies across key
research themes

5.2 Evolution of methods
5.2.1 Evolution of data sources

In recent years, a few new data sources have been introduced
in the insurance industry. The primary sources of information
remain questionnaires and surveys, a methodology that has
changed little over the past two decades. While the content of
these questionnaires has evolved to reflect emerging trends,
frameworks, and regulatory requirements (e.g., GDPR, ISO
27001, etc), the fundamental approach remains the same.
Some novel data sources, such as vulnerability metrics (e.g.,
EPSS), have been identified but are not yet widely integrated
into cyber insurance models. Although the use of real-time
telemetry and statistical loss models is emerging, their adop-
tion remains limited. Big data analytics has also emerged,
assisting in the normalisation of big datasets. Existing studies
suggest that organization-specific live telemetry represents a
valuable data source, as it supports not only more accurate
risk assessment during underwriting but also ongoing assur-
ance and proactive claim reduction.

5.2.2 Evolution of data collection

The data collection process in cyber insurance remains
largely manual, with assessments based primarily on surveys.
Insurers typically obtain client data through file submissions,
and most of this information is qualitative. However, this lim-
itation has not been a significant obstacle, as premiums are
often determined using only a few key questions. The main
challenge lies in designing survey questions that can be easily
quantified. Additionally, internal and external scanning tools

are increasingly being used to capture organizational teleme-
try. Systems such as SIEMs, penetration testing platforms,
and continuous monitoring solutions contribute to the col-
lection of more accurate and valuable data for underwriting
and risk assessment. Recent advancements in the field show
promise, particularly with the use of Al tools. Parsing and
quantifying qualitative responses enable insurers to include
a broader range of questions covering diverse topics that
would otherwise require expert interpretation. Furthermore,
the collection of organization-related data, such as logs, has
become highly useful for machine learning models, as this
data is used to train them continuously. Federated learning
can further complement SIEM and scanning infrastructures
by enabling decentralized model training across distributed
log sources. By keeping raw telemetry data local and sharing
only aggregated model updates, such architectures support
privacy-preserving, collaborative risk modeling while main-
taining compliance with regulatory frameworks like GDPR.
In this way, federated approaches help reconcile the need
for granular data in Al-driven underwriting with legal and
organizational constraints on data sharing.

5.2.3 Evolution of risk calculation

Risk calculation methods have evolved from largely man-
ual processes to more automated, data-centric frameworks.
Although the core risk formula, defined as the likelihood
of an incident occurring multiplied by the impact of that
event, remains unchanged, several supplementary models
have emerged to enhance and refine risk evaluation. Techni-
cal risk metrics are increasingly being incorporated, and new
functions for aggregating and estimating losses have been
developed. A significant advancement in risk calculation
methods lies in the adoption of predictive approaches. Proba-
bilistic and statistical models have been designed to estimate
incident likelihoods and potential losses, often employing
techniques such as Monte Carlo simulation and Bayesian
networks. In parallel, machine learning models leverage his-
torical and synthetic data to learn patterns between features
(e.g., vulnerabilities, controls, telemetry) and outcomes (e.g.,
breaches, incidents). These models can predict breach like-
lihood using methods such as logistic regression, random
forests, or neural networks. As models grow in complexity,
methods for evaluating their reliability have also advanced,
with integrated frameworks now jointly assessing accuracy,
explainability, and robustness.

Feature selection has also emerged as a critical component
of Al-driven risk assessment. High-dimensional cybersecu-
rity data, including telemetry logs, vulnerability indicators,
and organizational attributes, often contain redundant or
weakly informative variables. Optimization-based feature
selection techniques can improve classification accuracy
while reducing computational complexity, an important con-
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sideration for scalable cyber risk assessment and insurance
pricing models.

Recent discussions emphasize the need to integrate quan-
tifiable human-centered risk factors into predictive models.
Behavioral metrics, such as phishing susceptibility, miscon-
figuration rates, password hygiene, and incident-response
performance metrics (e.g., MTTD and MTTR), represent
measurable key risk indicators. Incorporating such variables
into machine learning frameworks allows risk-calculation
models to better reflect empirical breach causation patterns,
where human error and social engineering remain dominant
attack vectors. From a methodological perspective, these
indicators can be treated analogously to technical features
within statistical and Al-driven models, enabling more holis-
tic and behavior-aware risk estimation.

Applications extend to supply chain risk prediction, where
gradient-boosting techniques such as XGBoost augment tra-
ditional cybersecurity ratings with network features, achiev-
ing notable improvements in detection performance. Fur-
thermore, game-theoretic models have emerged to support
optimal resource allocation and control pricing, modeling
cyber risk as an interaction between attackers and defenders.
Collectively, these approaches help estimate variables such
as vulnerability, exposure, control effectiveness, and attack
frequency, thereby enriching and, in some cases, simplify-
ing the traditional risk-assessment process. However, these
innovations remain constrained by data quality and acces-
sibility, and the practical application of frequency-severity
models to cyber risk remains challenging. Many organi-
zations underreport cyber events or claims due to privacy
concerns, reputational concerns, or fear of increased pre-
miums, while insurers naturally seek to minimize reported
incidents to reduce losses. This results in the coexistence of
traditional and algorithmic methods rather than a complete
methodological replacement. Nonetheless, the emergence of
these data-driven and predictive methodologies represents a
promising direction for the future of cyber-risk calculation.

5.2.4 Evolution of pricing strategies

Similarly, insurance pricing has traditionally relied on actu-
arial models based on historical loss data, using frequency—
severity analysis to estimate expected losses and determine
appropriate premiums. When qualitative data sources are
used, inputs must be converted into quantitative values
to apply functions and calculate premiums. Beyond tradi-
tional frequency—severity and expected-loss models, recent
research and industry practice have adopted advanced risk
measures to enhance the precision and robustness of pric-
ing. Functions such as Conditional Value at Risk (CVaR),
expected discounted value, risk-loaded premiums, and loss
distribution functions are employed by insurers and clients to
support decision-making in cyber insurance and assurance.
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This field faces significant challenges due to the scarcity
of reliable, standardized loss data, the rapidly evolving
threat landscape, and the strong interdependence among risks
across organizations and sectors. Consequently, conventional
actuarial models are often supplemented with scenario-
based and expert-driven approaches. Recent advancements
in data-driven and predictive pricing methods aim to address
these limitations. Statistical and probabilistic models, such
as generalized linear models and Bayesian approaches, are
increasingly used to model claim frequency and severity
under uncertainty. In parallel, machine learning models,
initially employed for risk calculation, are also applied to
uncover relationships between organizational risk features
and expected losses, enabling more accurate and dynamic
premium estimation. Predictive severity modeling using deep
learning combined with extreme-value theory has improved
the analysis of tail risks.

5.2.5 Methodological implications

Overall, recent methodologies show substantial progress,
shifting from manual, survey-based assessments toward
automated, data-centric, and predictive frameworks. A diverse
range of approaches, including probabilistic models, machine
learning predictors, and hybrid statistical-computational
techniques, offers the potential to quantify cyber risk and
inform premium setting more accurately. Artificial intelli-
gence has advanced rapidly in recent years, and, as illustrated
in Fig. 3, Al-driven tools can support all four stages of the
cyber insurance pricing process, from data collection to loss
estimation and premium calculation. However, in practice,
many of these predictive and data-driven methods remain
underutilized.

A key constraint is the limited availability of high-quality,
standardized, and openly accessible datasets, compounded
by systematic underreporting of incidents and sparse histor-
ical claims data. Machine learning models rely heavily on
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large volumes of labeled data, yet such datasets are rarely
available in cyber insurance due to confidentiality concerns
and fragmentation across organizations. While insurers pos-
sess some of the most detailed and reliable data through their
internal claims-settlement processes, making them poten-
tially the most valuable source for cyber risk modeling,
these datasets are typically not shared due to confidential-
ity and regulatory constraints. As a result, models developed
using such proprietary data cannot be independently vali-
dated or reproduced by researchers, limiting transparency
and slowing methodological progress in the field [73].
These challenges are further exacerbated by extreme class
imbalance, where rare but high-impact cyber incidents are
underrepresented, limiting the ability of models to accurately
capture tail risks.

Within the literature, comparisons between methodolo-
gies highlight trade-offs rather than clear superiority. Tradi-
tional actuarial approaches, such as marked point processes
or heavy-tailed loss models, offer greater interpretability and
are explicitly designed to capture tail behavior, but they are
limited in their ability to incorporate high-dimensional and
dynamic data sources. In contrast, machine learning models
excel at pattern recognition and integrating heterogeneous
data but often suffer from poor calibration when applied
to rare catastrophic events. The heavy-tailed and systemic
nature of cyber losses further complicates model valida-
tion, as standard evaluation techniques may not adequately
reflectreal-world risk exposure. This lack of robust validation
frameworks represents a significant barrier to the adoption of
advanced predictive models in cyber insurance.

Although the literature shows a clear shift toward Al-
based and data-driven approaches, there is insufficient empir-
ical evidence to conclude that these methods consistently
outperform traditional actuarial models in real-world under-
writing contexts. While studies examining the application
of machine learning in adjacent insurance domains exist
[66], similar rigorous, head-to-head evaluations using com-
mon datasets remain largely absent in the context of cyber
insurance, where data limitations and lack of standardized
benchmarks hinder direct comparison. As a result, exist-
ing findings are often context-specific and not generalizable.
Many studies rely on limited datasets, simulated environ-
ments, or cross-validation techniques, with relatively few
conducting out-of-sample or cross-portfolio evaluations on
real cyber loss data. The absence of standardized bench-
marks and shared datasets further limits comparability across
studies. Addressing this empirical gap should be a prior-
ity for future research, potentially through the development
of anonymized data-sharing initiatives or industry-academia
collaboration frameworks.

Given these challenges, further research is needed to
develop methodologies that can effectively leverage limited
and heterogeneous data, incorporate systemic dependencies,

and remain practical for insurance applications. Advances in
machine learning and large-scale analytics, combined with
improved reporting practices and standardized datasets, may
enable more robust, adaptive, and economically grounded
frameworks for cyber risk modeling and insurance pricing.

6 Proposed taxonomy

Based on the reviewed literature, we propose a three-
dimensional taxonomy that classifies data-driven cyber insur-
ance research by methodological orientation, stage in the
cyber insurance lifecycle, and analytical focus. This tax-
onomy, shown in Fig. 4, captures how data-driven meth-
ods evolve from qualitative data acquisition to quantitative
modeling and pricing, while bridging the technical, orga-
nizational, and economic domains. The diagram illustrates
how different research orientations intersect with the stages
of the cyber insurance lifecycle and the associated analyti-
cal perspectives. The arrows denote conceptual dependencies
between the three dimensions rather than a fixed method-
ological progression. Methodological orientation influences
how data are collected and processed across insurance life-
cycle stages, while the stage of the insurance process, in
turn, motivates the type of technical, organizational, or eco-
nomic analysis performed. This representation emphasizes
that data-driven cyber insurance research combines meth-
ods, lifecycle considerations, and analytical perspectives in
flexible and context-dependent ways. However, the reviewed
literature exhibits uneven methodological emphasis across
the taxonomy. For example, data collected during early stages
of risk assessment are often qualitative, while quantitative
methods are more commonly employed for risk calculation
and pricing decisions. This uneven distribution highlights
structural characteristics of cyber insurance research and
motivates the analytical discussion presented in the following
sections.

6.1 Application of the taxonomy to the reviewed
literature

To demonstrate the usefulness of the proposed taxonomy,
we apply it to the body of literature reviewed in this survey.
Each paper can be classified according to the dimensions
introduced in this section, including the type of cyber risk
addressed, the methodological approach employed, and the
specific application within cyber insurance.

To further examine methodological differences within the
literature, the taxonomy is applied separately to two groups
of studies: Al-based and non-Al approaches. Studies were
classified as Al-based if they employed machine learning,
deep learning, or other artificial intelligence techniques for
predictive modeling or automated analysis. Studies that did

@ Springer



112 Page 18 of 23

A. Paragioudakis et al.

(surveys, interviews)

Methodological Insurance Analytical
Orientation Lifecycle Stage Focus
-
Qualitative Data Acquisition

(questionnaires, telemetry)
. J

Technical
(CVSS, EPSS, telemetry)

Mixed methods w Risk Calculation w Organizational
(qualitative & quantitative) | , (statistical, simulation) | (self-assessments, processes)
I S v
| |
| s ~N |
Quantitative | Pricing & Underwriting | Economic
(actuarial) | (premium) ] ! (risk-loading, CVaR)

,,,,,,,,,,,,,,,,,,,

Al-assisted processing
in methodological orientation

Fig.4 Taxonomy mapping

not use such techniques were classified as non-Al. As these
categories are mutually exclusive, their intersection is empty.
This separation enables a comparative analysis of how artifi-
cial intelligence is currently used in cyber insurance research.
The results are presented in Tables 3 and 4. The Al-based
group contains 22 studies, while the non-Al group includes
26 studies. It should be noted that the addition of the per-
centages reported in the "% of studies" column may exceed
100%. This occurs because individual studies may address
multiple categories simultaneously. For example, a single
paper may investigate both data acquisition techniques and
risk calculation methods or combine technical and organiza-
tional perspectives.

6.2 Discussion of patterns and gaps

First, both Al and non-Al studies that employ qualitative
methods, such as questionnaires, expert interviews, and
self-assessment frameworks, primarily focus on the data
acquisition stage. These studies also tend to emphasize
organizational data, reflecting the reliance of insurers on self-
reported information during the early stages of cyber-risk
evaluation. This pattern suggests that methodological choices
at the outset strongly influence the type and quality of data
that enter the cyber insurance lifecycle. The dominance of
self-reported inputs reflects both legal and economic con-
straints. Insurers often avoid extensive technical monitoring
in order to limit liability exposure and operational com-
plexity, while insured organizations are typically reluctant
to disclose detailed information about incidents, vulnerabil-
ities, or internal security practices. Consequently, even as
cyber-risk datasets increase in size, they remain structurally
incomplete and subject to systematic under-reporting.

In addition, a clear methodological shift occurs between
lifecycle stages. While data acquisition is largely qualita-
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tive, the risk calculation and pricing stages are dominated
by quantitative modeling approaches. This trend is visible in
both AI and non-Al studies. The resulting transition from
qualitative data collection to quantitative analysis creates
a methodological discontinuity within the cyber insurance
lifecycle: subjective, organization-specific inputs feed into
models that assume structured, standardized variables. The
taxonomy therefore reveals a partial decoupling between
upstream data generation and downstream analytical pro-
cessing. Bridging this gap remains an important research
challenge. Future work could integrate multiple data sources,
combining internal telemetry (e.g., asset inventories, security
monitoring systems, and SIEM logs) with external techni-
cal intelligence such as vulnerability databases and threat
intelligence feeds. Such integration would help align the
granularity of available data with the requirements of pre-
dictive models.

However, several differences emerge between Al-based
and non-Al studies, highlighting the distinct characteristics
that Al-assisted processing introduces to the field. Al-related
work places a stronger emphasis on technical data acquisi-
tion and risk calculation techniques, including log analysis,
telemetry processing, and security monitoring data. These
studies frequently focus on improving the accuracy of cyber-
risk estimation during the risk calculation stage. In contrast,
non-Al research tends to explore a broader range of life-
cycle stages, including underwriting processes, governance
considerations, and economic aspects of cyber insurance
markets. This difference likely reflects the relatively recent
adoption of Al methods within the domain. Current Al-based
research is still largely focused on improving data process-
ing and predictive capabilities, whereas the integration of Al
into later stages of the insurance lifecycle, such as underwrit-
ing automation, pricing strategies, and claims management,
remains comparatively underexplored. This suggests that sig-
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Table 3 Taxonomy application of Al related reviewed studies

Taxonomy dimension Category References % of studies
Methodological orientation Qualitative [37,47,59] 13.6
Quantitative [5, 8,10, 12, 20, 21, 24, 29-32, 39, 40, 42, 52, 57] 72.7
Mixed [17,55,70] 13.6
Insurance lifecycle stage Data acquisition [8, 10, 16, 21, 24, 37, 39, 40, 42, 47, 52, 59, 70] 59.1
Risk calculation [5, 12, 20, 29, 30, 32, 37, 40] 36.4
Pricing [31, 55, 57] 13.6
Analytical focus Technical [5, 8,10, 12, 16, 20, 21, 24, 29-32, 39, 40, 42, 47, 52, 55, 57, 59, 70] 95.5
Organizational [37] 4.5
Economic [31, 55, 57] 13.6

Table 4 Taxonomy application of non-Al related reviewed studies

Taxonomy dimension Category References % of studies
Methodological orientation Qualitative [2, 11, 46, 50, 67] 19.2
Quantitative [4,6,7, 14,17, 27,28, 43-45, 53, 68, 71-73] 57.7
Mixed [15, 19,22, 54, 61, 62] 23.1
Insurance lifecycle stage Data acquisition [2,6,17,19, 46, 50, 53, 61, 62, 67] 38.4
Risk calculation [4,7,11,14, 15,19, 22,27, 28, 43, 44, 54, 71] 50.0
Pricing [14, 28, 45, 50, 54, 68, 71-73] 34.6
Analytical focus Technical [6,15,17,27,43, 46,61, 62, 71-73] 423
Organizational [2, 11,15, 19, 44, 50, 53, 54, 62, 67] 34.6
Economic [4,7,14,22,27,28,43, 45,54, 68,71, 73] 46.2

nificant opportunities exist to extend Al applications beyond
technical risk estimation to end-to-end cyber insurance work-
flows.

Furthermore, Al-based approaches predominantly rely
on quantitative data. Machine learning models typically
require structured numerical inputs in order to achieve reli-
able performance, which explains the strong preference
for quantitative datasets in Al-related studies. In contrast,
non-Al research more frequently incorporates qualitative or
mixed methods, reflecting the importance of organizational
practices, governance structures, and expert knowledge in
cyber-risk assessment. As a result, Al-driven research cur-
rently emphasizes technical risk indicators, whereas non-Al
approaches more often consider organizational and economic
dimensions.

Finally, the taxonomy highlights the need for stronger
interdisciplinary collaboration across the technical, organiza-
tional, and economic research communities involved in cyber
insurance. Technical studies frequently prioritize predic-
tive accuracy and algorithmic performance, organizational
research focuses on governance and compliance frameworks,
and economic analyses examine pricing mechanisms and
market incentives. However, relatively few studies integrate
these perspectives into a comprehensive, data-driven cyber
insurance pipeline. Addressing this fragmentation is essential

for developing scalable, interpretable, and practically deploy-
able cyber insurance models.

6.3 Role of Al in emerging approaches
6.3.1 Al-assisted processing in methodological orientation

Artificial intelligence increasingly supports the execution
of qualitative and quantitative methods in cyber insurance
research. Rather than redefining methodological categories,
these techniques assist in structuring, scaling, and opera-
tionalizing existing approaches, particularly by facilitating
the transformation of qualitative inputs into representa-
tions that can be incorporated into quantitative workflows.
Large language models (LLMs) extend these capabilities
by processing the unstructured textual data that dominate
cyber insurance workflows, including questionnaires, policy
documents, and incident reports. For example, LLM-based
agents can assist in coding and normalizing free-text ques-
tionnaire responses, enabling qualitative approaches to be
applied at larger scales without altering their underlying
methodological orientation. Furthermore, LLMs can sup-
port the automated extraction of relevant risk indicators from
natural-language responses and the summarization of claims
documentation, facilitating the translation of qualitative nar-
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ratives into quantitative risk factors usable in predictive
models.

6.3.2 Al-assisted processing across lifecycle stages

Artificial intelligence is increasingly positioned as a key
enabler of data-driven cyber insurance across the insurance
lifecycle, particularly in data acquisition, risk calculation,
and pricing. While traditional actuarial techniques depend
primarily on historical claim data, ML models can learn com-
plex, non-linear relationships between cyber-risk indicators,
organizational posture, and external threat environments.
Deep learning models can assist in processing technical data,
such as system logs and telemetry, and in constructing base-
line risk and exposure metrics. Supervised and unsupervised
algorithms can be applied to predict breach likelihood, clus-
ter insured entities by exposure level, and support portfolio
diversification. Predictive models further inform loss fore-
casting and pricing decisions, enabling more granular risk
differentiation and dynamic pricing, assuming the availabil-
ity of clean and representative datasets.

6.3.3 Al-assisted processing in analytical focus

The use of Al supports analysis within established technical,
organizational, and economic perspectives. In the techni-
cal domain, machine learning models and agents have been
applied to refine vulnerability and exploitability assessments
by incorporating real-world exploit telemetry, attack fre-
quency, and system configuration data. Neural networks may
integrate heterogeneous inputs, such as CVSS scores, EPSS
metrics, and telemetry data, through separate layers, while
recurrent neural networks (RNNs) can capture temporal
dependencies in evolving exposure or incident data. Within
the organizational perspective, LLM-based agents can ana-
lyze policy documents, audit reports, and self-assessment
narratives to support the inference of control maturity,
identify inconsistencies, or flag gaps between documented
policies and observed practices. From an economic and actu-
arial perspective, Al-assisted models support loss-severity
estimation, tail-risk analysis, and premium optimization by
learning non-linear relationships between exposure indi-
cators and observed losses and combining them with the
aforementioned technical and organizational metrics. Across
all perspectives, Al functions as an execution-level enabler
that enhances scalability, consistency, and granularity of
analysis while preserving the underlying analytical framing
and decision logic.

The integration of Al, therefore, represents both a tech-
nological advancement and a methodological challenge for
cyber insurance. These tools have the potential to enhance
predictive accuracy, automate underwriting workflows, and
leverage previously unused technical telemetry. However,
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their effectiveness depends on high-quality data, trans-
parency, robust governance, and appropriate integration into
underwriting workflows. Overall, Al-driven techniques pro-
vide a strong foundation for more dynamic, evidence-based
risk assessment that moves beyond traditional questionnaire-
based practices and closer to continuous, data-driven under-
writing.

7 Conclusions and future research

In this survey, we examined the current landscape of data-
driven approaches for cyber-risk management in the context
of cyber insurance. While cyber insurance continues to
mature as a mechanism for transferring residual cyber risk,
the review shows that it still relies heavily on qualitative,
questionnaire-based assessments and limited organizational
disclosures. Existing risk-assessment frameworks provide
structure for evaluating security posture. Still, most remain
qualitative in nature and do not natively support the empir-
ical, continuous, and automated data collection required for
modern insurance models.

The analysis of data sources, collection methods, and risk
calculation techniques reveals a significant methodological
imbalance across the cyber insurance lifecycle. Early-stage
processes, especially data acquisition, are dominated by
qualitative inputs and self-reported information, whereas
later stages, such as risk modeling and pricing, increas-
ingly employ quantitative, statistical, and machine learning
approaches. This disconnect limits the effectiveness of data-
driven tools, since advanced models depend on standardized,
high-quality, and sufficiently large datasets that are rarely
available in practice. Constraints such as privacy regula-
tions, underreporting of incidents, inconsistent taxonomy
across organizations, and the operational cost of telemetry
collection further hinder the development of robust predic-
tive systems.

At the same time, trends identified in the literature
show increasing interest in Al-based underwriting, ML-
enhanced risk indicators, automated log analysis, and exter-
nal attack-surface intelligence. These developments high-
light an emerging shift from static, manual evaluations
toward dynamic, real-time, behaviour-driven cyber-risk
assessment.

Future research should prioritize the development of stan-
dardized, shareable cyber-incident datasets, the integration of
continuous telemetry into underwriting, and the exploration
of hybrid actuarial Al models that combine interpretability
with predictive performance. Particular emphasis should be
placed in establishing minimum data requirements and vali-
dation standards for reliable cyber risk prediction, as model
performance remains highly sensitive to dataset size and
quality. Closely related is the need for rigorous, head-to-
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head empirical comparisons between machine learning and
traditional actuarial methods on shared cyber-loss datasets,
which are currently lacking in the literature. Addressing
extreme class imbalance and improving the modeling of low-
frequency, high-impact events remain critical challenges,
requiring the development of methods specifically tailored
to tail-risk estimation and rare-event prediction. The inte-
gration of heterogeneous data sources, including continuous
telemetry and external threat intelligence, should be further
explored to enhance model robustness and contextual aware-
ness. Additional work is also needed to model systemic and
supply-chain risks more accurately and to account for the
non-stationary nature of cyber threats, which evolve rapidly
over time. Finally, future research should ensure that emerg-
ing Al tools remain transparent, fair, and compliant with
evolving regulatory requirements, while also incorporating
human vulnerabilities into holistic risk assessment frame-
works. Together, these directions can support the transition
from largely qualitative assessments to fully data-driven,
dynamic, and empirically grounded cyber insurance frame-
works.
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